
Many bank risk man-
agers are in the
process of reassess-

ing business continuity risk
strategies at both the opera-
tional and credit risk levels. At
the operational risk manage-
ment level, the strategies must
ensure that customer service
delivery commitments and
objectives are achieved. At the
credit risk management level,
they must ensure that business
interruptions affecting the cus-
tomer’s business will not affect
the quality of the credit. 

Why Reevaluate Continuity
Planning at the Operational Risk
Level?

Given the trust and expecta-
tions of the public, banks have
always played a leadership role in
continuity planning by:
• Providing emergency finan-

cial assistance, including loan
programs and funds to disas-
ter areas.

• Providing “thought leader-
ship” and sharing best prac-
tices on developing Y2K con-
tingency plans.

• Involving the board of direc-
tors in annually reviewing
continuity plans, including

incorporating recommenda-
tions from such independent
experts as banking regulators
and both internal and external
auditors.

• Demonstrating the resilience
of the industry in the after-
math of September 11.1

Recent events have changed
the assumptions we make about
potential events and their impact
on the business that drives the
continuity plan. Figure 1—taken
from the FFIEC’s IS Examination
Handbook—contains the typical
steps involved in the develop-
ment of a corporate contingency
plan.2 
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Note the effect that assump-
tions and business impact analy-
sis-related steps (items 1-4) have
on the development of the plan. 

Changing Assumptions
Banks have always tailored

the assumptions used to develop a
business continuity plan to their
unique circumstances and consid-
ered probability of occurrence, as
well as to the cost benefit of the
control. Many assumptions used
in plans leveraged lessons learned
from Y2K compliance efforts.
Additionally, as banks conducted
various testing exercises, they
reconsidered assumptions used
and made the necessary adjust-
ments. Three current factors plac-
ing pressure on banks to reevalu-
ate their continuity plan assump-
tions are recent global events,
new business and service delivery

models, and increasing use of
service providers and vendors. 

Recent global events. These
events have triggered a number of
revised assumptions: 
•    Greater consideration given to
whether the bank might fit a ter-
rorist target profile. Risks include
but are not limited to:

• location of bank facilities and
projects, especially in areas
with major financial, political,
or industrial activities;
• types of services provided,
including having customers
who may fit a terrorist target
profile;
• image of the bank, especial-
ly if viewed as an icon of
American prosperity; and
• conducting operations at or
near landmark buildings and
surrounding areas.

•    Greater potential for critical
public infrastructures (for exam-
ple, utilities, transportation, public
safety) to be unavailable. Pre-
viously, especially in areas not his-
torically subjected to severe
weather conditions, this threat
was generally recognized as a very
low probability. Additionally, a
number of resource-challenged
banks wrongly believed that if
public infrastructures were
unavailable, customer service
delivery expectations would sig-
nificantly decrease. Events have
shown that public expectations
(including those of the media) can
even increase during disasters.
•    Expanded continuity planning
actions relating to people. Al-
though continuity plans always
prioritized the safety of personnel,
many plans—especially those
focused on operational recovery
and not business continuity—gave
minimal consideration to employ-
ees’ mental well-being or the
impact of commuting to a “long-
distance” recovery site over an
extended period of time.
•    Forcing the issue of adequate
testing. Banks generally test their
continuity plans on an annual
basis. However, the extent of test-
ing varies considerably, from a
structured walk-through (reading
and discussing the plan) to actual-
ly shutting down operations and
attempting a recovery (banks that
perform the latter typically do so
over a weekend). Many experts
agree that, at a minimum, a paral-
lel level of testing needs to be per-
formed. In this situation, the plan
is tested without disrupting busi-
ness operations. As a result, par-
ticipation in the test is limited.
Typically, the IT group takes a
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1. Consider possible threats.

2. Assess impacts from loss.

3. Evaluate critical needs.

4. Establish priorities for recovery based on critical needs.

5. Determine strategies to recover.

6. Obtain written backup agreements/contracts.

7. Organize and document a written plan.

8. Document strategies and procedures to recover.

9. Develop procedures to execute the plan’s priorities for critical vs. noncritical functions.

10. Establish criteria for testing and maintenance of plans.

11. Determine conditions and frequency for testing.

12. Establish procedures to revise and maintain the plan.

13. Provide training for personnel involved in the plan’s execution.

14. Present contingency plan to senior management and board for review and approval.

15. After approval, store a copy of the plan off-site with other reserve supplies.



leadership role (because the test
needs to be done) and the service
delivery people do not adequately
participate (because they are too
busy serving the client). The lat-
ter is not adequately prepared to
provide feedback on the accuracy
and completeness of the plan, nor
are they familiar with what to do
in an emergency. 
•    Leveraging current interest in
continuity planning to increase
user involvement. Previously,
although highly recommended,
key service delivery personnel
were not extensively involved,
partly because continuity plan-
ning was perceived to be a tech-
nology rather than business
responsibility, and partly because
of the low prioritization of these
planning projects relative to other
bank initiatives. Astute continuity
planners have leveraged the
heightened interest level and are
updating continuity plans to
reflect increased input from serv-
ice delivery and front-office per-
sonnel.

New business and service
delivery models. As more banks
seek to be “one-stop shops” for
their customers, their reliance on
technology increases as well.
Examples of bank products and
services that rely heavily on tech-
nology and outside partners to
achieve business and service
delivery objectives include:
• Consumer banking: electronic

bill payment and present-
ment; data aggregation; online
lending.

• Commercial banking: foreign
exchange; Internet-based
cash management; point-of-
sale financing.

• Trust and investment: online
brokerage; 401(k) administra-
tion; mutual fund administra-
tion. 

In addition to service delivery
expectations and commitments,
continuity plans need to incorpo-
rate the fiduciary requirements
that accompany some of these
products and services.

Increasing use of service
providers and vendors. As a
result of Year 2000 preparations,
banks gained a greater apprecia-
tion of the impact of outside ven-
dors and suppliers on the bank’s
ability to effectively provide serv-
ice delivery. Three major industry
guidelines have been recently
developed to help banks manage
the impact of vendors on service
delivery and satisfy regulatory
expectations: 
1. “Risk Management of

Outsourced Technology
Services” issued by the
FFIEC on November 28,
2000.

2. “BITS Framework: Managing
Technology Risk for Infor-
mation Technology (IT)
Service Provider Relation-
ships,” distributed by the
BITS Financial Services
Roundtable. 

3. “Tools to Manage Technology
Provider’s Performance Risk:
Service Level Agreements,”
issued by the FDIC.

All three documents require that
banks perform appropriate due
diligence and monitoring of the
vendor’s performance relating to
availability and service delivery
performance. Of particular note is
the active management of service
providers, including using metrics

to assess performance, that may
not have been in use previously.

Risk Manager’s Agenda
The first step in reevaluation

of business continuity strategies is
to determine how current the con-
tingency plan is. This typically
would require reviewing the
plan’s assumptions (risk assess-
ment and business impact) with
key service delivery and front-
office personnel. Unless the bank
has an established process to
maintain the continuity plan, the
probability is that the plan will be
somewhat outdated. The follow-
ing questions can guide the risk
manager to gauge the currency of
the plan—each “no” response
should trigger suspicion: 
• Was at least a parallel level

test performed within the
past 12 months?

• If yes, has the plan been
updated to reflect the “les-
sons learned” from the test?

• Does the plan contain only
currently employed person-
nel, along with their current
contact numbers and current
title? (If one of the conditions
is not met, the entire question
should receive a “no”
response.)

• Has the plan received signifi-
cant review since the first
quarter of 2000? (By itself,
this would not indicate a
problem. However, for many
banks, preparing for Year 2000
was the last time they devot-
ed significant effort to conti-
nuity planning.)

• Has a department other than
information technology raised
concerns about the bank’s con-
tinuity efforts? (Again, not a
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problem by itself but could
indicate the level of interest by
business owners in this area.)

• Can key personnel (with
either organizational or recov-
ery responsibilities) access
their copy of the plan within a
reasonable period of time? (If
not, this could indicate that
the plan may not have been
read recently and, if needed,
updated.)

• On an ad-hoc basis, can
responsible individuals
describe their roles and
responsibilities in a disaster
accurately and completely?

• Are products/service intro-
duced in the past six months
addressed in the plan?

• Are recently issued regulatory
issues addressed in the plan
(for example, privacy)?
To quickly gain an apprecia-

tion of the quality of the plan, the
risk manager should consider the
extent to which the plan address-
es some of the common mistakes
found in the bank’s continuity
plans. As with the above, a “no”
response would indicate that the
plan is deficient. Considerations
should include the following:
• Does the plan include public

relations strategies and other
crisis management initiatives
(for example, a media rela-
tions strategy)?

• Are the key business man-
agers and front-office person-
nel involved and supportive of
the plan? (For example, it
should not be only IT driven.)

• Is periodic training (for exam-
ple, briefings on changes,
updates, and new strategies)
provided on key plan provi-
sions?

• Has the plan been subjected
to a dedicated internal or
other management control
audit (for example, a separate
audit of the plan rather than
minor consideration as part of
a general control review)?

• Does the plan include the
aggregation and maintenance
of records for insurance claims
(for example, special docu-
ments or approval processing
needed to support a claim)?

• Are critical vendors (for exam-
ple, core processing and tele-
communications) included in
the plan, and do they partici-
pate in testing (including exer-
cising vendor continuity plans)?

• Does the plan include return-
ing service delivery from a
disaster recovery status back
to a normal status?

• Does the plan address how to
maintain required regulatory,
technology and other opera-
tional controls during the dis-
aster recovery period?

• Are strategies prioritized on
the basis of criticality rather
than organizational political
influence? 
Currency and quality provide

the risk manager with only a gen-
eral impression of how well the
bank would function in an emer-
gency situation. It is the practical
aspects of the plan that will, when
the time comes, differentiate
banks that can successfully navi-
gate through a disaster from those
that cannot. Practical critical suc-
cess factors that need to be incor-
porated into the plan—whether
formally documented, or more
importantly, incorporated into the
“way things get done” at the bank
include:

• Getting the right people
involved. Perhaps this is obvi-
ous, but many banks do not
devote the necessary talent to
the continuity planning proj-
ect. The exposure doesn’t arise
from not assigning “qualified”
contingency planners to the
project but from not getting
those who know the unique
aspects of the bank and the
type of service that must be
delivered “no matter what.”

• Expanding participation to
include specialty depart-
ments, including:
• public relations (to help
manage media and client
expectations);
• human resources (to help
manage the impact both from
the disaster event itself as
well as from ongoing “com-
promises” that employees
may have to endure—for
example, a long recovery time
requiring an extended
absence or unreasonable com-
mute from the employees
home);
•  regulatory (to help ensure
that all key requirements are
being adhered to despite the
use of alternative facilities);
•  insurance/risk management
(to maximize recovery form
claim opportunities);
•  auditing (to provide an
external perspective and
leverage knowledge/experi-
ence available from profes-
sional institutes; access to the
audit committee helps ensure
that senior directives related
to continuity planning are
being adhered to).

• Including continuity planning
as a key component of the
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service delivery process. This
includes incorporating conti-
nuity risk into the bank’s
change management process
both on an immediate and
longer-term basis. An exam-
ple of each includes:
•  designating—and, where
possible, automatically sched-
uling as part of daily opera-
tions—required backup and
transfer of documents to
appropriate storage. In some
critical situations, duplicate
documents are produced (or
immediately stored in a digital
imaging system) at the time of
transaction origination. 
•  for new products, services,
and systems. When a new
service is developed or modi-
fied, its continuity plan is
developed or modified at the
time the service is developed.

• Recognizing that disaster can
affect more than the bank’s
internal operations. A commu-
nity-based disaster can signifi-
cantly impact the credit risk
and borrowing demand of the
bank serving the community.
(For example, a bank provid-
ing bill payment services,
although a small continuity
risk from the bank’s perspec-
tive, may have significant pub-
lic relation issues if the bank
does not pay its customers’
bills on a timely basis.)

• Leveraging continuity plan-
ning software. Benefits to
using this specialized software
include:
•  facilitating distribution and
availability of plan contents to
authorized personnel; and
•  simplifying the mainte-
nance and upkeep of the plan.

• Understanding the true cost
benefits of continuity plan-
ning alternatives and having
the courage to select the strat-
egy that provides the greatest
enterprise value. Unfortun-
ately, there are no set rules,
and cost-benefit and related
strategies will vary significant-
ly based on the individual
bank’s service and organiza-
tional politics. For example, a
foreign branch located in the
U.S. may decide that it is
more cost effective to tem-
porarily suspend trading activ-
ities or have head office per-
form trading activities than to
have an elaborate continuity
plan. Other banks choose to
enhance their investment in
one market segment (con-
sumer access to cash) over
another (for example, online
401(k) information). 

Conclusion
The biggest challenge faced

by risk managers in planning for
business continuity is the bank’s
ability to communicate and main-
tain the plan on a current and rel-
evant basis. Although there is a lot
of emphasis on policies and proce-
dures to enforce this, at the end of
the day, corporate culture plays a
critical role in ensuring that every-
one will be prepared. Many banks
are challenged in accomplishing
this. Elements of the following
can help banks effectively derive
the benefits of planning:
• Stress that continuity plan-

ning is people first—safety,
family, and, in some cases, the
ability of the business to pro-
vide for employees and the
community.

• Market the need to maintain
and periodically review the
plan. Depending on the bank,
the campaign can include
such awareness items as mugs,
calendars, or desk items.

• Send e-mail reminders on a
periodic basis about the need
to review the plan and share
war stories or about how plans
helped other organizations.

• Print wallet-size cards with
key instructions for the users.
Use positive reinforcement
(for example, nominal cash
spotter prizes or mention in
internal memos that the
selected employees had
access to their contingency
information).

• Provide peer pressure among
the departments to update
and maintain their plans, by
publicizing (internally)
departments that have suc-
cessfully reviewed their plan
or entering those departments
into some type of reward pro-
motion (for example, an
evening of bowling).
At the end of the day, the

best way to ensure the effective-
ness of the continuity plan is to
have employees recognize its
importance and be personally
motivated to maintain it.  ❐

Lanz invites you to visit
www@itriskmgt.com

Notes
1 There are many documented examples of how
banks and their personnel rose to the occasion to
serve the public in this difficult time. An interview
with Todd Gibbons of the Bank of New York
appearing in the December 2001/January 2002
issue of The RMA Journal provides an outstanding
example of both the heroics and preparation need-
ed to successfully continue operations. 

2 1996 FFIEC IS Examination Handbook, Chapter
10, page 1.
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